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Privacy self-management: the reality (2/3)
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Privacy self-management: the reality (3/3)
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Issues with notice & consent

* Privacy policies do not accomplish their goal of
informing the individual; too lengthy and too
complicated

* Also, privacy and personal data are complex concepts

ARE THE SAME

* Human decision-making is often irrational and _
biased; dual process theory |N PRA TlCE

* Notice & consent 'knowledge gap' is not actually reduced

* There is no meaningful choice; take it or leave it

* No interoperability between products/services



There are alternatives...

https://www.nporadio1.nl/consument/19054-nudging-zo-wordt-
je-gedrag-dagelijks-beinvioed

 Broad palette available to regulators:

ooooo
.........

 More (command & control) law, e.g speed
limit

* Architecture/code, e.g. speed bumps

 Nudging, e.g. sad smiley when speeding

https://u nspla./ tos/

hogzrykg-KA bt

https://ulash.com/
photos/U4rGvsvop-s



... but, more Issues.

 Law: negative effects on innovation/
competition

* Also, expensive, difficult to enforce and
politically unattractive

* Architecture/nudging: focus on outcomes
* (Changing situations, not people

 No engagement: debate on privacy regulation
Is confined to domain of regulators

* |ndividuals feel resigned

* |ndividuals can not become morally
responsible agents

https://unsplash.com/photos/
TW3dFH_4nEk



On design (1/2)
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On design (2/2)

Behavioural

Reflective

10



Reflective & adversarial design

e Support continuous reflection on

underlying values

 Provoke reflection: escape habitual
behaviour and thinking

 Adversarial design: design to evoke

political debate
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into every aspect of our daily lives,
mptions that underlic our technical

ly he propagated throughout our
on cxisting critical approaches 1n
that reflection on unconscious values
ing and the practices that it supports
| core principle of technology design

% g body of work in critical computing,
bines analysis of the ways in which
and perpetuate unconscious cultural
sign, building, and evaluation of new
at reflect alternative possibilities. We
h through two design case studies

itical technical practice, participatory
I, value-sensitive design, ludic design,
critical theory

o
Information Technology (IT) is everywhere, shaping the
way we experience our lives, the world, and cach other.
For many of us, the texture of our work lives has long since
been steeped in a symbiotic relationship with the
technologies that shape and sometimes define our work
practices. In the last 13 years, we arc sceing similar shifis
in all areas of everyday life. Passersby hooking into their
iPods and chatting on their mobile phones, coffee shop
patrons transfixed with their laptops, business lravelers
squatting on airport floors tethered to power for the gadgets
that organize their lives: as technology designers it can be

i Sengers et al. - Reflective design - 2005 pdf (page 1 of 10}
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Reflective Design
ebe Sengers, Kirsten Boehner, Shay David and Joseph ‘Jofish’ Kaye

‘ulturally Embedded Computing Group, Cornell Information Science
301 College Avenue, Ithaca, NY 14850, USA
sengers at cs.cornell.edu, kab18 | sd256 | jofish at comell.edu

may lead to improved quality of life?

Indeed, over the last 30 years, recognition of critical blind
spots in human-computer interaction (HCI) has opened
new design spaces and led to improved technologies. For
example, researchers have argued that HCT's perspeclive
on automating work practices was blind to IT’s role in the
politics of the workplace und to the complex organization
of apparently routine activity. Developing an awareness of
these factors led to new strategies for democratic design of
IT and for integrating ethnographic insights into new
technology design [e.g. 14, 43].  In another example,
researchers argue that HCI's focus on cognition has
madvertently led to a discounting of emotion in interaction,
and are developing methods for bringing a sensitivity to
user emotions into interface design [e.g. 36]. In the most
recent example, researchers are raising questions about the
centrality of work as the object of HCI's study, arguing that
HCI methods developed for workplaces are risking making
all of life like work [e.g. 4].

In cach of these cases, researchers identified values,
practices, and experiences that were unconsciously, but
systematically, left out of HCIL. The ways of viewing
human activity that they criticize were so naturalized, ie.
so much a part of our HCI worldview, that it was often
hard, at first, both to understand that something was
missing and to imagine that HCI could be meaningfully
pursued in another way. These critiques made it possible (o
question why particular aspects of human life were left out
of design. to discuss whether or not they should be, and to
begin to imagine new HCI methods that could more

11



Proposed model

Reflection




Friction?

e Society is not frictionless €he New Pork Times
» Oxford dict.: "Conflict or animosity i
?
caused by a clash of wills, temperaments, Is Tech Too Easy to Use:

or opinions."

* Frictionless is the mantra in tech

- "[...] apps connected to Facebook would regularly ask users
If they wanted to publish their latest activity to their feed on
the social network. Those pop-up messages [...] were
annoying, Mr. Zuckerberg said, so the company had
created a new category of apps that could post directly to
users’ feeds, without asking for permission every time.

“From here on out, it’s a frictionless experience,” Mr.
Zuckerberg said.”




Good friction

Mindful interactions: make unconscious behaviour conscious

Error prevention

* "Do you really want to empty the trash?"

 Checks to improve data quality in online forms

Qualitatively better decisions :.‘ C\r\s |_- ()r Q et C(‘.
g

* (Cooling-off period after online purchase

 Font (see image) which allegedly makes people remember texts better

Develop skills

e (Games

+ Learning from mistakes (see image) Failing 15% of the time is the best way
to learn, say scientists

Researchers say they have discovered the ‘Goldilocks” zone’ where people learn the fastest

User satisfaction / more engagement
* (Goldilocks tasks: not too easy, not too difficult

 |KEA effect



Project Alias
http://bjoernkarmann.dk/project alias
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Erratic Appliances
http://dru.tii.se/static/erratic.htm
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http://www.spatialinformationdesignlab.org/

Reflective messages

Computers in Human Behavior 66 (2017) 345—352

Contents lists available at ScienceDirect

. COMPUTERS IN
] HUMAN BEHAVIOR

Richaed
- U,

Computers in Human Behavior

journal homepage: www.elsevier.com/locate/comphumbeh

Full length article

“Thinking before posting?” Reducing cyber harassment on social ®<:mssMaﬂ<
networking sites through a reflective message

Kathleen Van Royen # *, Karolien Poels ?, Heidi Vandebosch ?, Philippe Adam "

4 Department of Communication Studies, University of Antwerp, Antwerp, Belgium
b Faculty of Arts and Social Sciences, University of New South Wales, Sydney, Australia




Questions?!

Ps. re-read my arguments at:
https://edu.nl/act|9
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