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Overview

1. What is a dark pattern?

Definitions & examples

2. How do we identify dark patterns on the web at scale?

Automated measurements & prevalence

3. What can we do about dark patterns? 

Legal / technical solutions, and future work



What is a Dark Pattern? 



Example #1: Instagram Ad

https://twitter.com/blakeir/status/939605849340895237



Example #1: Instagram Ad

https://twitter.com/blakeir/status/939605849340895237

Not a real 
strand of hair



Example #2: Facebook Consent

https://fil.forbrukerradet.no/wp-content/uploads/2018/06/2018-06-27-deceived-by-design-final.pdf



Example #2: Facebook Consent

https://fil.forbrukerradet.no/wp-content/uploads/2018/06/2018-06-27-deceived-by-design-final.pdf

3 clicks to accept
14 clicks to reject



Example #3: Virgin Active Marketing

https://virginactive.co.uk account creation (July 2019)
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Example #3: Virgin Active Marketing

https://virginactive.co.uk account creation (July 2019)

Untick to opt-out

Tick to opt-out



https://www.propublica.org/article/turbotax-just-tricked-you-into-paying-to-file-your-taxes

Example #4: TurboTax Pricing

https://www.propublica.org/article/turbotax-just-tricked-you-into-paying-to-file-your-taxes


Example #5: Medium Account Creation

https://twitter.com/aruneshmathur/status/1124342919173935104



Dark patterns are tricks used in 
websites and apps that make you do 
things that you didn't mean to, like 
buying or signing up for something.

“
“

— Brignull, 2010

https://darkpatterns.org (July 2019)

https://darkpatterns.org


Dark patterns are user interface design choices 
that benefit an online service by coercing, 
steering, or deceiving users into making 
decisions that — if fully informed and capable 
of selecting alternatives — they might not make.
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More Broadly … 



How do Dark Patterns Work?
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How do Dark Patterns Work?
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Why Use Dark Patterns?
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Money Nudging you to buy more

Data Getting around privacy protections

Time Making apps addictive



How can we identify and measure 
dark patterns on the web at scale? 



1. Document various forms of user-facing patterns.

2. Measurement can be the basis of building defenses.

3. Companies respond to public pressure. Precedents 
include privacy & security measurement studies.

Why Measurement?
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Our study: Shopping Websites

1. Several anecdotal examples 
of dark patterns.

1. Gathered a corpus of 11K of 
the most popular shopping 
websites worldwide.
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Data collection and analysis pipeline



Three Key Challenges
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Mimicking a real user 
browsing websites

Collecting and storing 
data from websites

Analyzing collected 
data
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browsing websites
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Shopping Bot
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Page Segments
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Page Segments
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Page Segments

• HTML Sources

• HAR files

• Screenshots

• HTTP Requests

• HTTP Responses
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Clustering Segments
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Examine clusters 
for dark patterns

Hierarchical 
Clustering
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1,818 dark patterns on 1,254 
shopping websites



15 Types, 7 Categories

Sneaking

1. Sneak into Basket
2. Hidden Costs
3. Hidden Subscription

1. Countdown Timer
2. Limited-time Message

Urgency

1. Confirmshaming
2. Visual Interference
3. Trick Questions
4. Pressured Selling

Misdirection Social Proof

1. Activity Messages
2. Testimonials of 

Uncertain Origin

Scarcity

1. Low-stock Message
2. High-demand Message

Obstruction

1. Hard to Cancel

Forced Action

1. Forced Enrollment
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• 393 instances across 361 websites.

• 157 deceptive instances.

DP #1: Urgency — Timers



• 88 instances across 84 websites.
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DP #2: Urgency — Limited Time



DP #3: Sneaking — Sneak into Basket

• 7 instances across 7 websites.
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DP #4: Sneaking — Hidden Subscription

• 14 instances across 13 websites.
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DP #5: Social Proof — Activity Notification

• 313 instances across 264 websites.

• 29 deceptive instances.
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DP #5: Social Proof — Activity Notification
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Social Proof
Third parties
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DP #6: Misdirection — Confirmshaming

• 169 instances across 164 websites.
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DP #7: Misdirection — Trick Questions

• 32 instances across 32 websites.
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DP #8: Misdirection — Upselling

• 67 instances across 62 websites.
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DP #9: Misdirection — Visual Interference

• 25 instances across 24 websites.
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Is any of this new?
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●Scale

●Sophistication

●Variety
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What can we do about dark 
patterns?



Norwegian Consumer Council / CNIL / Consumer Reports



1. GDPR - Consent dialogs (not freely given?)

2. US Federal Trade Commision Act (deceptive practices)

3. “Sneaking” and “aggressive” dark patterns violate the 
Consumer Rights Directive in the UK.

4. Industry specific rules in the United States: ROSCA, 
Funeral Rule, Used Car Rule.

5.

Legal Solutions
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Proposed DETOUR act reins in 
more broadly against design 
that “obscures, subverts, or 
impairs user autonomy and 
decision-making”.

Legal Solutions

https://twitter.com/MarkWarner/status/1115660831969153025



Technical Solutions

Browser extension to alert users about dark patterns, or 
block third-parties that enable dark patterns
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Thank you for listening

Gunes Acar

gunes.acar@kuleuven.be

https://webtransparency.cs.princeton.edu/dark-patterns
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